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Summary

A privacy-preserving Support Vector Machine (SVM) computing scheme
is proposed in this paper. Cloud computing has been spreading in many
fields. However, the cloud computing has some serious issues for end
users, such as unauthorized use and leak of data, and privacy compro-
mise. Accordingly, we consider privacy-preserving SVM-computing.
We focus on protecting visual imformation of images by using a ran-
dom unitary transformation. Some properties of the protected images are
discussed. The proposed scheme enables us not only to protect images,
but also to have the same performance as that of unprotected images even
when using typical kernel functions such as linear kernel, Radial Basis
Function(RBF) kernel and polynomial kernel. Moreover, it can be di-
rectly carried out by using well-known SVM algorithms, without prepar-
ing any algorithms specialized for secure SVM computing. In an ex-
periment, the proposed scheme is applied to a face-based authentication
algorithm with SVM classifiers to confirm the effectiveness.
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LEZ oD, HlICERSNRET VT L—MNE, T L —
M A5 T Y X AT R UFAIQ, = QQ, FINT

f,;=Qpfi; (40)
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4.1 HERFMH
AFEETIX, RFENLEEG T — X X— A TH 5 Extended Yale Face
Database B [23] Z FH\M =, N = 38 ADFk% i IRBHSM: T S iz

EHER D 64 T D, FF2432 TR S Tv, $RXT192%x 168 DY 1
ZIZE—EN T3 (M55SR, SWEREF I T 5 4 MO E B Z, b
L—=v 70 M=32) 7)) 32O TEBRZIT- 7. 1i#
v 7L — hOHERIZIZ, random permutation matrix (2 & 5 AL &
AW, 72, ERTIEE AL -2V RBF—2V %, EHIMLGER
BMC=1, C=34DxTENENFEHLZ. £/ RBF7—FI)ITIF,
INAING A—2 Y %Rl & L7z,

¥ -REoMEBAEEE LT, ForvY Y vk EMEL
7o, TIZTRI VBT IR, HEEEOENT O Y 7T
HEL, &0y IOEHEEEZHEBETSHI LT, MEezHET5s
ETH5[20]. 192x 168 DE{EEEHDF v X Lha=X )15 %
AEDLRIZLLHEEDEE38%x32, 7ay 7 R—AEE(IZE S
fREEEDIBE 32X YT ) 7 LT, % 12541K5T,1024
WIGDTF Y T — b R_RZ MV EER LU, H6iIZlE, Thvethns v
L= VTHEHWZAEEEEZEH LURWEGE, EHLURE
HEDF VT —bERT. FEEEZEHLRGEITITRERBERD
BeoTWaBH, HALZBEIZIEHARNERIMREINTVWS I .
Whhsb.

42 WHREER

SVM % Fl W= BEEREE T, DB D& &#H 1 A U T—2o D HER
NEFENG, HEI7TV—DFT VTV — M, 23T > 728
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(a)personl

(a)person2

5: Extended Yale Face Database B M

ETZIHSTHDEATT S, LBET OBBEEZTO & 5108
H5.
if S, = 1 then accept; else reject 41)

2= R YITHIEHIZE D < REEIROFEMNEIZIE, ARAZEHIZE (False
Reject Rate : FRR) & fii A 325 (False Accept Rate : FAR), Z# 5 A%
E L L 25 5 ThH 5 E{fi = 7 — 3 (Equal Erroe Rate : EER) % F\ 7z,

42.1 S ALI=F)ITHNC & BREE

A pr=py=..=pN

TARTODClient iZBWTH—DHEEFHWTHRET > T — b EERK
LB AORREZXTIZRT. M7 —2 VB XTRBF 7 —2 )LD
EBHoIZBEWTHHRET > 7L — b (protected) 72 6 15 & N7z fE R D3,
AV T FNT YTV — b (non-protected) 2 537z G R & —H L TW
H5ZENohs, ROBEBMMMELIIMA, ZOEBRERE»PSE, F
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(a) Ji {5 (b) £RFE 5
X 6: {375 D A= Bl

VAL R TR AWAREEIZSVMIZ L B T T ASHEITR
EEZBEWI EHbh S
B.p1#p2# ... # pn

81, {R#F > 7L — % ClientHIZRR5HEp IZX>THERL
IGEDRERTH S, 34THERELDIT, J)?éﬁczi —?‘/7°1/—
}‘0){% fd\b@bﬁAc‘f_ﬁfé\D 7’/7V MiZ munﬂfc‘_’_%@
aﬂnﬁéﬂﬁﬁ’ﬁﬁz ZEELTWVWS, l8&0l975>b, l7_

NBFEERED M LT 5 Z 2 hbh b

C. HDOFH

Iz, MBS RE U 5a OfiMERE (FAR) 2B 101277,
Z ORHEE, #p S, 55’1’7/?‘:75‘*37‘/7“'/—-5 gspSsELR
BOMDISA 7 bsiZBUAEGEEE2BEL-ERTHS. 7
FAT Y b, Bp T T —bg  BAWTRET TV — b
EUEBL, g ORET V7TV — MR TETHRMBETHS. X
10ITRULEEDIZ, BSIZHARA UFAR X EFT 25, (Bl %
K352 ehrbhrsd.

—F, M11IEF> T —1b g PRE LG EDOHRTHS. 7
SAT Vs, Hip, TV T —bg, ZHVTRET VTV -1
RERL, g, ORET TV —bIED T ETHERBTHS. X
10 DL L EREIZ, MSIZHARFARIZ EFT 543, (KW EZHER L
TW5.
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422 TOvIOR—RESICL BIREE
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{b.1Z z-score normalization DETIX, 7 v X L= X ) FHD—DT
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